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Definitions
The following terms will have the corresponding meaning in these procedures:
Subscriber and/or
Certificate owner
An applicant to who\m an electronic certificate has been
issued by ComSign. The term “subscriber” specified in
these procedures relates to an owner of an electronic
certificate as defined by the Law (as defined hereinafter)
and its regulations (a certificate owner definition includes
an owner of a signing device as well).
The procedures or
these procedures
The following detailed procedures defining ComSign's
activity as a CA (Certifying Authority) according to Law
(as defined hereinafter) and its regulations. These
procedures apply only to the certificates (as defined
hereinafter).
Electronic signature or a
Certified electronic signature
A secured electronic signature as defined by the
Law (as defined hereinafter).
The Law
Electronic Signatures Law, 5761-2001.
Registration
A process of submitting a request to issue an electronic
certificate.
ComSign’s Repository
ComSign’s Repository containing information open to the
public (CPS), information available to recipients of
electronic certificates (lists of revoked and valid electronic
certificates) and information protected under the Protection
of Privacy Law (Repository of valid electronic certificates).
An applicant
A person or a corporation or a public institute that submit
to ComSign a request to issue an electronic certificate as
stated in chapter 4 hereinafter.
Private Key
A mathematical key (securely kept by the holder) used to
create a secured electronic signature and decrypt messages
or files that have been encrypted (for confidentiality
reasons) using the corresponding public key (see Public
Key). The private key has been defined by the Law as a
“signature device” being used by the certificate owner to
sign the message.
Public Key
A mathematical key that may be made public and is used to
verify that a secure electronic signature was created by the
corresponding private key. Public keys are also used to
encrypt messages or files that can be decrypted afterwards
using the corresponding private key (see also Private Key).
The public key has been defined by the Law as "a signature
verification device".
Keys or Key pair
A private key and its corresponding public key. The public
key can be used to verify an electronic signature created
with the corresponding private key. In addition and
according to the type of algorithm implemented, the key
pair can also be used to encrypt and decrypt information, in
which case the private key can uniquely decrypt
information encrypted by the corresponding public key.
Relying Party
A person and/or corporation and/or public institute relying
upon a certified electronic signature and/or on information
stored in ComSign’s Repository.
Recipient
A person and/or corporation and/or public institute
receiving a message signed by a certified electronic
signature intended to be relied upon, whether this relying
took place in reality or not.
ComSign representative
A person or corporation or public institute appointed by
ComSign and approved by the CA registrar to register and
identify applicants, and handle electronic certificate issuing
requests.
Parties
ComSign, its representatives and certificate users, which
are the subscriber, the recipient and relying  party.
Registrar or
the CA registrar
The CA (Certifying Authority) registrar appointed as
required by the Law and its regulations.
A valid certificate
A certificate listed under the valid certificates list in
ComSign’s Repository as a valid certificate.
Revoked certificate
A certificate revoked by ComSign and listed under the
revoked certificates list in ComSign's Repository.
Certificates or
Electronic Certificates
Electronic certificates as defined by the Law, issued by
ComSign and conform to the Law and its regulations. It is
stated that ComSign issues additional certificates of various
types that may not conform to the Law and its regulations
but are suitable for different purposes. These procedures
apply only to the certificates defined hereinabove. The
additional certificates issued by ComSign conform to
different procedures that can be viewed at
http://www.comsign.co.il/cps/general
. You may also
request copies of the mentioned procedures as described
above.
Regulations
Regulations set by the Law.
Electronic signature
regulations (hardware
and software systems)
Electronic signature regulations (secured electronic
signature, hardware and software systems and requests
verification), 2001.
Electronic signature
regulations (CA)
Electronic signature regulations (CA registration and
management), 2001.
Terms defined by the Law will be interpreted according to the Law and its
regulations.
1.
Introduction
1.1.
Overview
1.1.1.  ComSign’s electronic certificate issuing services have been created to
support secured E-commerce and additional electronic services to
provide a solution to the technical, business and personal needs of
electronic signature technology users. ComSign is registered as a CA at
the CA registrar as defined by the Law and is acting as a reliable third
party that issues, manages, and revokes electronic certificates according
to these procedures.
1.1.2.  ComSign and its representatives as part of the electronic certificates
issuing and managing services provided are implementing these
procedures. These procedures describe and organize the complete
certificate issuing process, and processes and services related to
certificate issuing. The certificate issuing services include issuing,
managing, using, revoking and renewing certificates. The following
procedures are not legally binding on the parties and are intended to
update and inform the parties on all matters related to electronic
certificates issuing and usage. According to this, the following
procedures have a main role in organizing electronic certificates issuing
services and usage.
1.1.3.  ComSign is acting as a third party that verifies the relation between a
certain electronic signature and the signer. This verification is performed
using a certificate – an electronically signed message – issued by
ComSign as a CA, verifying that the public key belongs to the electronic
certificate owner.
1.1.4.   The certificate issuing services include registration, proper applicant
identification, issuing, revoking and documenting the activities
performed by the CA. Certificate revoking will only be performed
according to the cases detailed in section 4.4 of these procedures.
1.1.5.  These procedures apply only to part of the services provided by
ComSign and apply only to electronic certificates as defined by the Law
conforming to the Law and its regulations. In addition, ComSign
provides additional issuing services for certificates that do not conform
to the Law but are suitable for different needs. For details, see
ComSign's web site at
http://www.comsign.co.il/CA/general
.
1.2.  A Summary of the Issues Dealt with in these Procedures
1.2.1.
The procedures set-up the format of ComSign'’ electronic certificates
issuing services that conform to the Law. The procedures provide usage
methods, including identification and verification (chapter 3), operating
procedures dealing with the method for applying for a certificate and the
required information, certificate issuing, certificate validity period and
allowed usage, certificate expiry and revokation [chapter 4], physical
security [chapter 5], logical security [chapter 6], certificate profile and
Certificate Revocation List (CRL) [chapter 7] and general information
regarding this document [chapter 8].
1.2.2.
In addition to submitting the certificate-issuing request [chapter 4], the
applicant should create a key pair [sections 2.3.2, 2.3.3, 4.1.1.5’ an
4.1.1.6 hereunder] and use reasonable measures to safe keep the private
key [section 4.1]. The applicant’s software system must be able to
provide such functionality.
1.2.3.
The contractual relationship between ComSign and the applicant entails
the execution of a subscriber agreement. The subscriber agreement
contains obligations and commitments that appear, in part, in these
procedures. Following an application for a certificate, ComSign
produces a certificate that will be forwarded to applicant in accordance
with the procedure described in chapter 4 hereunder.
1.2.4.
If you are the recipient of a certified electronic certificate or anyone’s
electronic certificate issued by ComSign, or if you wish to rely upon
such certificate, it is your responsibility to decide if you wish to rely
upon it. ComSign recommends, prior to making such decision and in
order to verify the relation between the electronic signature appearing in
the received message and the signer, to check in ComSign’s Repository
to ensure that the certificate is valid and not revoked. It is recommended
to rely on the certificate only after performing the mentioned checks.
1.2.5.
You are required according to section 8(a)(3) to the Law to immediately
notify [section 8.2.2] ComSign in case that your control over your
private key/signing device has been violated.
1.2.6.
These procedures describe the extent of ComSign’s liability as well as
its representatives. The liability of ComSign and/or its representatives is
limited as stated in these procedures [chapter 2].
1.3. Encryption
Today, ComSign’s certificate issuing services are based upon a key encryption
algorithm (RSA). However, ComSign is committed to support additional
electronic signature standard alternatives when available according to the
market’s needs and subject to the Law and its regulations.
1.4. ComSign’s Representatives
ComSign’s certificate issuing services are maintained in a way enabling
electronic certification issuing requests handling and applicants’ identification
and registration to be performed by ComSign's representatives that have been
approved by the CA registrar. All ComSign representatives are bound to act
according to these procedures and according to ComSign's instruction to keep
the services unified. Each representative is being certified by ComSign to
perform certain services regarding the handling of electronic certification
issuing requests in as defined in advance. ComSign’s management policy
ensures that its representatives will be bound to act according to ComSign's
procedures and directions and preserve the unity of ComSign's certificate
issuing services.
1.5.  Support and Customer Service
These procedures address readers who are generally familiar with electronic
signatures, PKI (Public Key Infrastructure) and ComSign's certificate issuing
services. If the reader is not familiar with the mentioned issues, ComSign
recommends that the reader should learn about using electronic signature
techniques prior to submitting the application. Information regarding teaching
and training can be found in ComSign's web site at
http://www.comsign.co.il/support
. Additional help may be obtained from
ComSign's customer service representatives (at -
mailto:customer_services@comsign.co.il
, tel: 03-6425855, fax: 03-6474206).
2. General Provisions
The contents of this chapter are subject to the Law and regulations regarding CA
responsibility and certificate owner responsibility.
2.1.  Obligations - Representations by ComSign and its Representatives
2.1.1. ComSign’s Representations
2.1.1.1.
ComSign undertakes to ensure while acting as a CA that:
2.1.1.1.1.
The certificate does not knowingly contain factual
misrepresentations;
2.1.1.1.2.
There are no copy mistakes in the data, as provided
to ComSign by the certificate applicant, resulting
from ComSign's avoidance to take reasonable
precaution activities while creating the certificate;
and
2.1.1.1.3.
The certificate conforms to all fundamental requests
of these procedures and the electronic signature
Law and regulations;
2.1.1.1.4.
All information stated in the certificate or referred
to, other than the subscribers electronic mail
address, was verified by ComSign;
2.1.1.1.5.
At the time the certificate was issued, ComSign
materially complied with these procedures;
2.1.1.1.6.
ComSign’s private keys were not jeopardized or
compromised unless a notice to this effect was
posted at ComSign’s Repository;
2.1.1.2.
ComSign’s representations and undertakings contained in these
procedures are subject to the limitations on ComSign’s liability
as detailed in this chapter.
2.1.2. ComSign’s Undertakings
ComSign’s undertakings are in accordance with the Law and its
regulations. Furthermore, ComSign is committed to perform its activity
as a CA according to these procedures. Without derogating from the
above, ComSign is committed to:
2.1.2.1.
To provide the infrastructure and certificate issuing services,
including the establishment and operation of ComSign's
Repository, as defined by these procedures.
2.1.2.2.
To provide the controls and the foundation of ComSign’s
public key infrastructure (PKI), including a protection of
ComSign’s keys and to act according to secret sharing
procedures, as defined by these procedures.
2.1.2.3.
To verify certificate applications, as defined by these
procedures.
2.1.2.4.
To issue certificates according to chapter 4 of the procedures
and to respect various representations made to subscribers and
relying parties according to these procedures.
2.1.2.5.
To publish a list of revoked certificates in ComSign’s
Repository.
2.1.2.6.
To act according to the undertakings binding a CA and to
support the subscribers and relying parties' rights, according to
chapter 4 of the procedures (operating procedures) and
according to the Law and its regulations.
2.1.2.7.
To revoke certificates as required by chapter 4 of the
procedures (operating procedures).
2.1.2.8.
To handle certificates renewals, as provided by chapter 4 of
these procedures (operating procedures).
Subject to any law, no additional undertakings to the ones stated above will apply to
ComSign and/or its representatives.
2.2. Liability
2.2.1.  Limitation of Liability of ComSign and its Representatives
ComSign’s liability is defined by law and limited by law and according
to section 21(b) of the Law. ComSign is allowed to limit its liability
according to section 21(b) of the Law. In addition, ComSign is allowed
to limit its liability toward a certificate owner in the subscriber
agreement, for as long as such agreement does not contradict the Law or
the terms of these procedures.
ComSign and/or its representatives –
2.2.1.1.
Are not responsible that subscribers will not deny any
certificate or message (it is clarified that issues of certificate
denial or acceptance are being settled by the Law only) and-
2.2.1.2.
Are not responsible for any software other than the technology
and software used by ComSign to issue the certificates.
2.2.1.3.
Are not responsible for any damages caused by relying on a
revoked certificate whose details were published in the CRL
according to the Law and prior to such reliance.
2.2.2.  Exception of Responsibility for Certain Damages
In any event, ComSign and\or its representatives will not be liable
for any indirect or consequential damage, including loss of revenue,
data loss, indirect or consequential damages or for punitive
damages, whether foreseeable using reasonable measures or not,
resulting from or related to using, delivering, licensed delegation,
execution or non execution of transactions or services relating to
certificates or electronic signatures or transactions or additional
services offered or discussed in these procedures, even if ComSign
or its representatives were advised on the possibility of such
damage.
2.2.3.  Limitations of damage and loss compensation
In any event, the total responsibility of ComSign and\or its
representatives toward any party (including, among others,  the
subscriber, applicant, recipient or a relying party) will not exceed the
maximum relevant liability compensation for a certificate as follows.
ComSign and its representatives’ total responsibility to any party
regarding a specific certificate will be limited to a sum of five
hundred thousand (500,000) New Israeli Shekels (NIS), with respect
to all electronic signatures and transactions related to that
certificate.
Without derogating from any other limitation, the above limitations will
apply to any type of loss and damage including direct damages,
compensation, indirect damages, special and consequential damages,
exemplary compensations or secondary damages caused to a certain
person including the subscriber, applicant, recipient or a relying party
and which is caused due to relying on or using a certificate issued,
managed, used or revoked by ComSign, or due to relying on or using an
expired certificate. This limitation will also apply to any contractual
liability, for as long as this limitation was specifically stated in the
contract with the subscriber. The maximum liability sum for each
certificate will be the same disregarding the number of electronic
signatures, transactions and claims that are related to the same
certificate. If the sum of claims exceeds the maximum liability sum, the
maximum liability sum will be assigned first to the earlier claims in
order to reach a final settlement of the conflict, unless otherwise decided
by an authorized court. In no event shall ComSign be obliged to pay a
sum exceeding the total maximum liability sum for each certificate,
disregarding the method of distributing liability among a multiple
plaintiffs.
2.2.4. Force majeure
ComSign and its representatives will not be held responsible for any
breach, delay, or avoidance of execution according to these procedures,
caused by events beyond its control such as force majeure, wars, periods
of economic emergency, diseases, power outages that are beyond the
control of ComSign, fires, earthquakes and additional such disasters
against which ComSign was unable to reasonably prepare.
2.3.  Liabilities and Undertakings by Subscriber and Relying Parties
2.3.1.  Subscriber’s Representations and Undertakings
The Subscriber confirms and undertakes, during the period of the
certificate’s validity and until otherwise announced by the Subscriber:
2.3.1.1.
To employ all reasonable measures for the safe keeping of his
private key and to prevent its unauthorized use;
2.3.1.2.
As far as known to the subscriber, an unauthorized person has
never been granted access to the subscriber's private key. The
subscriber will inform ComSign, immediately upon becoming
aware that his control over the private key was compromised. It
is suggested to the Subscriber, in such an event, to give notice
to anyone who it is reasonable to assume will rely on his
electronic signature in light of the nature of their relations as
well as to anyone whom the Subscriber is certain will rely upon
his electronic signature;
2.3.1.3.
To the best of his knowledge, all representations made by the
Subscriber to ComSign regarding the information contained in
the certificate are correct;
2.3.1.4.
To the best of his knowledge, all information related to the
Subscriber and included in the certificate is correct.
2.3.1.5.
The certificate is being used for permitted and legal purposes
only, in a manner allowed by these procedures and the Law.
2.3.2.  Subscribers Responsibility to Choose the Private Key
In the event that the device to create the Private Key was not supplied to
the subscriber/applicant by ComSign, and/or in case the
subscriber/applicant did not create the Private Key using ComSign’s
resources or under its direction and instructions, the
subscribers/applicants (not ComSign or any of its representatives) are
solely responsible for the selection of the technology used to create the
Private Key, including  selecting storing and operating measures. The
subscribers/applicants also confirm that they have independently
selected such measures. ComSign will only issue the electronic
certificate after the subscriber has declared that he/she has provided
ComSign, to the best of his/her knowledge, correct data on the Private
Key, its means of operation and access and after ComSign confirmed
that the Private Key meets the requirements of the Law and regulations.
2.3.3. Subscriber’s obligation not to expose the private key
It is the duty of the subscriber to know the obligation, under section
7(a)(1) to the Law, to use all reasonable measures to safe keep the
Private Key and prevent its unauthorized use, as stated also in sections
4.1.4 and 4.1.5 hereinafter.
Hazards in using electronic signatures
The applicant and\or subscriber is hereby warned that exposing the
subscriber's Private Key to an unauthorized person may result in the
use of the subscriber's electronic signature by an unauthorized person
and may thereby result in undesired subscription charges, transactions
and creation of representations on behalf of the subscriber or
performing any other action that can be done using the electronic
signature in a way that may damage the subscriber and\or those
relying on the certificate. For this reason, the Private Key must be
stored and protected according to the directions detailed in these
procedures above and in the Law and regulations.
2.3.4. Subscribers’ responsibility for information provided by them
(copyright violation, trademarks, illegal actions, etc.)
Certificate applicants and subscribers hereby undertake toward ComSign
and/or ComSign’s Representatives that their use of any detail listed in an
application for certificate issuing, does not violate or damage the rights
of any third party, in any jurisdiction, regarding trademarks, service
marks, brand names or any other intellectual property, and that they will
not use any such detail for any illegal purpose including, among others,
breaching of a contract or any other kind of illegal interference with a
contractual relations, unfair competition, damaging the goodwill and
deceiving a person, corporation or any other legal entity. Subject to the
provision of any law, te applicants and subscribers will compensate
and/or indemnify ComSign and\or its relevant representative for any
such breach or damage.
ComSign and its representatives will not be held responsible for any
non-verified subscriber information (NSI) submitted to ComSign, to a
representative, or to ComSign’s Repository or submitted in a different
form to be inserted into the certificate. The subscribers will solely be
responsible for the legality of the information they provide, for the use
of the certificates issued according to these procedures, in any
jurisdiction where this content may be used or viewed. Applicants and
subscribers should be aware of the existence of various laws regarding
data exchange, and in particular encrypted data or data that includes
encryption algorithms. Be also aware that the law may be substantially
different between different countries and states. In addition, in most
cases it is impossible to limit content distribution over the Internet or
some networks based on the user/viewer location, a fact that will require
applicants and subscribers to obey the laws of any jurisdiction where the
content may be viewed or used.
Certificate applicants and subscribers will not submit to ComSign, a
representative, or ComSign’s Repository any material containing: (a)
declarations containing slanderous, defaming, offensive, pornographic,
declarations, (b) declarations encouraging illegal actions or discussing
illegal actions with the purpose of performing such actions, or (c)
declaration violating any law in any way. In the mentioned cases,
ComSign will refuse to issue an electronic certificate.
2.3.5.  The responsibility of a relying party in case of an unverified
electronic signature
A person relying on an electronic certificate that can not be verified
according to these procedures may be held responsible for all hazards
that may be caused as a result of using an unverified certificate.
2.4. Interpretation and Enforcement
2.4.1. Applicable Law
These procedures were designed according to the law of the state of
Israel disregarding other laws and/or rules related to conflict of laws and
without the requirement to establish a commercial nexus in Israel. This
choice of law is made to ensure uniform procedures and interpretation
for all users, no matter where they are located or where the certificates
are being used.
2.4.2. Procedures Validity
2.4.2.1. Severability, Survival
If, for some reason and extent, it will be stated that any
instruction included in these procedures, or its content, is not
valid or may not be enforced, the remaining procedures (and
the content of invalid instructions or instructions that may not
be enforced on other persons or in other circumstances) will be
interpreted in a way that will best reflect the Law and
regulations. It is clarified and agreed that any instruction of
these procedures providing for the limitation of liability and/or
responsibility and/or damages is separable and independent of
any other instruction.
2.4.3.  The Validity of a Certified Electronic Signature in an Electronic
Certificate
Sections 3 and 4 of the Law state that an electronic message signed by a
Certified Electronic Signature by a an Electronic Certificate will be
admissible in any legal proceeding as evidence that: (a) the signature
belongs to the owner of the Signing Device; (b) that the electronic
message was signed by the owner of the Signing Device.
2.4.4.  Signatures Certified by an Electronic Certificate when a Signature
is required under law
Section 2(a) of the Law states: “When the law requires the signature of a
person on a document, this requirement may be fulfilled using an
electronic signature, provided said signature is a Certified Electronic
Signature”. (certified by an electronic certificate). Section 2(b) to the
Law states that “Section (a) will not apply in the case of a law that the
minister has decried, with the confirmation of the Constitution, Law and
Justice Committee of the Knesset, in the first amendment”. (first
amendment to the Law). The first amendment to the law lists the laws to
which section 2(a) does not apply.
2.4.5. Settling Disputes
Prior to using any kind of conflict settling mechanism (including a court
session or arbitration, as follows) dealing with a dispute that has a
relation to these procedures or to a certificate issued by ComSign, the
negatively affected parties must notify ComSign, the relevant
representative and any other related party, in order to try and reach an
internal agreement.
2.4.6. Contradicting instructions
In any event of contradiction between these procedures and the Law and
regulations – the Law and regulations will prevail. If a contradiction
arises between these procedures and the subscriber agreement, the terms
of these procedures will prevail.
2.5. Fees
ComSign will collect payment from the subscribers for the use of its service
other than for access to the CRL. An updated description of these payments can
be found at ComSign’s Repository at
http://www.comsign.co.il
. Payment may
be changed seven (7) days after being published in ComSign's Repository. To
clarify the issue, it is stated that changes in ComSign's service prices will not
apply retroactively.
2.6.  Publication and ComSign’s Repository
2.6.1.  What is the Repository
ComSign’s Repository is a collection of data bases in which certificate
retrieval and storing information, as well as other relevant information,
is being stored. ComSign's Repository also includes the following items:
valid electronic certificates including ComSign's certificate, revoked
certificates, a list of valid certificates, a list of revoked certificates and
additional information regarding certificate revokation, updated versions
and previous versions of ComSign’s procedures and additional
information as decided by ComSign from time to time and subject to the
Registrar's directions.
ComSign's Repository is partially open to the public. The full form of
the valid and revoked certificates is not accessible by the public. The
accessible information contains a list of valid and revoked certificates
detailing serial number and validity period. Publicizing additional details
require the prior approval of the Registrar.
ComSign’s Repository is registered at the Data Bases Registrar
according to the Protection of Privacy Law, 1981. ComSign will act
according and subject to this law.
2.6.2. Publications using ComSign’s Repository
As part of ComSign’s Repository, ComSign will publish a list of valid
and revoked certificates, corrections to the procedures that have been
approved by the CA registrar, notifications of certificate revokation and
additional information according to these procedures and the applicable
Law. You may enter ComSign's Repository by visiting the Internet
address
http://www.comsign.co.il/repository/updates
and using other
communication methods as defined by ComSign from time to time.
ComSign may publish, as part of ComSign’s Repository or separately, a
list of valid and revoked certificates and additional information
regarding the certificates as long as this information is being published
in ComSign’s Repository as well.
2.7. Compliance Audit
ComSign will ensure that a certified accountant with proven experience in data
security, or a data security professional expert (“the auditor”) will audit, once a
year as a minimum, ComSign's activity as a CA to evaluate the implementation
of these procedures and additional agreements, instructions, regulations and
standards to which ComSign is bound. The auditor will be an independent
contractor which is not ComSign's employee and which is not subject to
ComSign in any form.
ComSign will evaluate the audit reports and will make proper corrections, if any
needed, as soon as possible.
In addition, to conform to IS 7799 and ISO 9000, auditing will take place as
required by the mentioned standards. The auditing will take place by licensed
entities approved for auditing as required by the standards. In addition, an audit
will take place according to regulation 4 of the electronic signature (CA)
regulations to submit an auditor opinion to the CA Registrar as required by the
Law and its regulations.
2.8. Confidentiality
2.8.1. Confidential information Definition
ComSign is hereby committed to treat the following information as
confidential and not to divulge this information to any third party unless
otherwise specified and subject to any law:
2.8.1.1.
Certificate issuing request (unless the information has been
inserted to the certificate or to the Repository according to
these procedures and applicable law) and subscription
agreements. It should be clarified that the information
contained in the valid and revoked certificates lists is
confidential, other than the lists of valid and revoked
certificates listing the serial number and validity period of each
certificate.
2.8.1.2.
Records of the audit path of the certificate issuing services
created or handled by ComSign, as specified in section 4.5
hereinafter.
2.8.1.3.
Auditing reports of certificate issuing services performed by
ComSign and\or its representatives (if any reports are being
handled), or by the auditors of any of them (internal or public).
2.8.1.4.
Plans for handling unexpected events and disasters.
2.8.2.  Publication\exposure of confidential information
ComSign and\or its representative will not expose nor publish
confidential information to a third party unless:
2.8.2.1.
A verified application submitted according to ComSign’s
requirements by the person to whom ComSign and\or its
representative are bound to protect the said confidential
information.
2.8.2.2.
Court order.
ComSign may charge the person applying for the confidential
information a reasonable payment for the service prior to exposing the
said information. As stated above, ComSign’s Repository is registered as
a Data Base according to the Privacy Protection Law.
2.8.3.  Publishing Information Related to Certificate Validity\Revocation
It should be reminded in this section that ComSign’s Repository, will
include a list of valid and revoked certificates, its serial numbers and
validity period as well as information related to certificate revocation
and additional information regarding the certificate’s status (see section
2.6 of the procedures dealing with ComSign's Repository).
2.9. Intellectual Property Rights
Unless otherwise agreed, the proprietary rights in the following information
materials and data are the property of ComSign:
2.9.1. Certificates
: Certificates are the private property of ComSign.
ComSign’s certificates contain copyright notifications such as:
“Copyright © 2003 ComSign, all rights reserves” or “© 03”. Permission
is hereby being given, unexclusively and with no required charge for
royalties, to copy and distribute certificates, as long as it will be copied
or distributed in its complete form. This permit does not apply to
publications in a Repository or a library accessible to the public where a
written preliminary permit from ComSign is required. Part of the
purpose of this limitation is to protect subscriber's privacy from
unauthorized republication of their certificates. Questions regarding
copyrights should be sent to ComSign as specified in section 8.2.2 of the
procedures (notifications), or to the Email address
practices@comsign.co.il
.
2.9.2. Procedures
:
These procedures are the private property of ComSign Ltd.
2.10.  No Trust or Delegated Relationships
Subject to any rule of law, the relation between ComSign and\or its
representatives and the subscribers and the relying parties are not a trustee or
delegated relations. The subscribers and the relying parties are not authorized
to obligate ComSign and its representatives in any commitment toward a third
party, by contract or any other way.
2.11. Hazardous Activities
ComSign’s certificate issuing services are not designed, intended to or
allowed to be used or resold as a control equipment for hazardous
circumstances and\or to be used in environments requiring failure-proof
performance such as operation of nuclear devices, aircraft or communication
systems, navigation, aerial control systems and\or weapon control systems
and\or any place where a failure might directly cause death or injury to people
or cause an extreme environmental damage.
3.  Identification and Authentication
3.1. Initial Registration
3.1.1.  Identifying a Single Applicant for a First Certificate Issue:
3.1.1.1.  A single applicant which is an Israeli resident
– using an
identity card and a valid Israeli passport or a valid Israeli
driving license containing a photo and information received
from the population department of the ministry of the interior
("population registry") containing the following details:
identity number of applicant, last name and previous last name
if exists, father name, mother name, year of birth, date last
identity card was issued, reason for this issue, present address,
and if relevant death status and date of death.
3.1.1.2.  A single applicant living abroad
– Using a foreign passport, a
journey certificate or an identity card, and an additional
identification document containing the applicant’s photo and
identifying details of him\her and the entity that issued the
additional document.
3.1.2. Identifying Corporations and\or Public Institutes for a First
Certificate Issue:
3.1.2.1. A corporation registered in Israel
– According to the
incorporation certificate, a lawyer statement confirming the
existence of the corporation, its name and registered number,
or instead of a lawyer approval as specified – by verifying in
the proper registries and according to certified copy of the
corporation resolution on authorized signatories of the
corporation, or a lawyer's statement stating the identity of such
authorized signer.
3.1.2.2.
A corporation not registered in Israel
– By an approved
copy of a document stating that the corporation has been
incorporated, a lawyer statement confirming the existence of
the corporation, its name and registered number, or instead of a
lawyer approval as specified – by verifying in the proper
registries and according to certified copy of the corporation
resolution on authorized signatories of the corporation, or a
lawyer's statement stating the identity of such authorized
signer.
3.1.2.3.
A public institution
– According to the applicant statement,
after the CA has been notified by a document, that the
authorized signer may act on behalf of the public institution.
For this matter, a "public institution" – governmental offices,
local authorities and authorities, corporations or additional
institutions established in Israel by law.
3.1.2.4.
As for corporations (registered or not registered in Israel) and
public institutes – the CA will identify the authorized signer
using the same methods used to identify a single Israeli citizen
or a foreign resident, as required and detailed in section 3.1.1
above.
3.1.2.5.
For a corporation which is not registered in Israel or a public
institution – an "authorized copy" is required – a copy identical
to the original verified by one of the following entities:
3.1.2.5.1.
The authority issuing the original document.
3.1.2.5.2.
A licensed Lawyer approved for jurisprudence in
Israel.
3.1.2.5.3.
An Israeli diplomatic or consular representative
abroad.
3.1.3.  Rekey after Revocation
ComSign will revoke a certificate if requested by the subscriber,
immediately after verifying that the person applying for the revocation is
indeed the subscriber. An identification of a certificate owner applying
to revoke his\her electronic certificate will be performed using one of the
following methods:
3.1.3.1.
Using a password defined by the certificate owner when the
certificate issuing application has been submitted.
3.1.3.2.
If the certificate owner did not define a password or does not
remember the defined password, a ComSign employee an\or
representative will call the telephone number specified by the
certificate owner in the certificate issuing application to make
sure that the owner of the certificate is the one requesting to
cancel it.
3.1.4.  Identifying the Applicant for a Certificate Renewal
ComSign will renew a certificate upon a subscriber application. The
applicant will be identified as follows:
3.1.4.1.  The subscriber must enter ComSign’s site and identify itself
with a valid electronic certificate (prior to expiration).
3.1.4.2.  In addition, the subscriber must identify it using a pre-set
password, defined by the subscriber at the time of application
for the certificate he is requesting now to renew. In the event
the subscriber did not define a password or has forgotten it, a
new registration procedure will take place as in the case of a
first registration.
3.2.  Validating Requests for Certificate Issue
3.2.1.  Requirements related to Verifying Certificate Applications
When a request for a certificate issuing is received (according to chapter
4 of the procedures), ComSign will perform all required verification
checks as a preliminary requirement for certificate issuing (according to
chapter 3 and according to the Law and its regulations) as follows:
ComSign and\or its representatives will verify that –
3.2.1.1.
The applicant signed the subscription agreement;
3.2.1.2.
The applicant is the person, corporation or public institute that
has been identified in the application (in case of a corporation
and\or public institute, see the detailed identification method in
section 3.1 above);
3.2.1.3.
The information to be registered in the certificate is accurate,
according to the details provided by the applicant;
3.2.1.4.
Authorized signers applying for a certificate on behalf of a
corporation and\or public institute are legally permitted to
submit such an application (see corporation or public institute
identification method as specified in section 3.1 above).
After the certificate has been issued, ComSign will not be
responsible to continue and check and investigate the accuracy
and correctness of the information included in the certificate
issuing request, unless a notification will be sent to ComSign

that the certificate was compromised.
3.2.1.5 

                Comsign and /or its representatives will verify that the E-mail    
              address is valid by sending mail to the costumer and ask him to 
              replay.
ComSign reserves the right to update the verification
procedures subject to prior permission by the Registrar, in
order to improve the verification process. Updated verification
procedures are presented (when published) in ComSign's
Repository at the Internet address:
http//www.comsign.co.il/repository/updates
. The updates may
also be retrieved directly from ComSign: ComSign Ltd,
P.O.Box 58077, Tel-Aviv 61580, Israel (attention certificate
issuing services).
3.2.2. Personal presence
To ensure the identification of the applicant and to verify the relation
between the applicant and his\her public key, Regulation 10 to the
Electronic Signature Regulations (hardware and software systems) states
that single and\or authorized signers of corporations applying for an
electronic certificate must appear in person in front of ComSign and\or
any of its representatives.
3.2.3.  Rejecting an Application for a Certificate Issuing
If the verification process fails, ComSign will reject the application for a
certificate issuing and will immediately notify the applicant stating the
reason for rejection (unless prohibited by law). If the cause for failure is
due to information contained in third party data bases such as: the
Companies Registrar or Dun & Bradstreet Repository, ComSign will
provide the applicant with the details of the third party.
An applicant whose application was rejected may resubmit a new
application afterwards.
4. Operational Requirements
4.1. Certificate Applications
4.1.1.  Registration and Application Procedure
4.1.1.1.
The applicant should be present at ComSign’s offices or any of
its representatives.
4.1.1.2.
An identification clerk will identify the applicant according to
the Law and its regulations as provided in chapter 3 of these
procedures.
4.1.1.3.
The identification clerk will fill in the details of the applicant
on ComSign’s form for certificate application.
4.1.1.4.
The identification clerk will have the applicant sign the
application for certificate and the “subscriber agreement to
receive an electronic certificate”.
4.1.1.5.
The identification  clerk will verify with the applicant the
devices used to create, save and encrypt the Private Key. If
needed, the identification clerk will offer the applicant to
purchase devices to protect the private key such as a smart
card.
4.1.1.6.
The identification clerk will present the applicant with a form
containing information and notification on the dangers
associated with the use of electronic signatures and the
responsibilities of the subscriber, in a form approved by the
Registrar, and have the applicant sign a declaration attesting
that he has been cautioned according to regulation 11(c)(3) to
the registration and management regulations. In the event the
Signing Device was not supplied by ComSign, the applicant
will be required to declare to ComSign the Signing Device he
is using, its manner of operation and access, according to
Regulation 13(b) to the hardware and software regulations.
4.1.1.7.
The identification clerk will provide the applicant with a single
use registration code (password).
4.1.1.8.
The applicant will approach a separate computer station at
ComSign and\or the representative place, as required, or at
home, will enter ComSign’s web site and will enter the
registration code provided. In this way, the browser or the
smart card used by the applicant will create a pair of keys. The
applicant will fill the details of the certificate issuing request, at
ComSign's site. The online request will include a password to
be used in the future for certificate renewal or revocation. The
on-line request will contain the provided public key. The
request, containing the public key, will be sent to ComSign in
order to sign and create an electronic certificate. ComSign will
verify that the details included in the on-line request
correspond to those in the certificate application as well as the
registration code and will sign the electronic certificate of the
applicant and send it to the computer from which the applicant
is communicating.
4.1.2.  The information required in a certificate issuing application
The information that should be contained in a certificate-issuing
application is detailed in table 1 hereinafter.
Part of the information
listed hereinafter may not appear in the certificate
. [Note: Information
items which are not listed in the certificate will be confidential (see
section 2.8 of these procedures)].
Table 1 – Information and Documents Required for a Certificate Application
Individuals:
The information and documents required:
1)  Applicant name, as listed in the identification documents (first name, family name
and previous family name if exists).
2)  Identity Card number, date and reason of issue.
3)  Name of father and mother.
4)  Date of birth.
5)  Drivers license details (if applicable) or passport.
6)  Address: Street, City, State, P.O.Box, Zip/postal code, Country (residence).
7)  Telephone numbers (of residential place).
8) Email address.
9)  Secret password – challenge phrase (if applicable).
10) The applicant’s public key.
11) A signed subscriber agreement.
12)
Additional information as defined by ComSign and\or the CA registrar and./or
required by Law and regulations.
Corporations and Public Institutes:
Required information:
1)  Name of Applicant Corporation or public institute.
2)  Corporation or public institute registration number.
3)  Registered office address: Street, City, State, Zip/Postal code, Country.
4) Documents evidencing the existence and registration of the corporation as
required by the Electronic Signature regulations (hardware and software systems)
[certificate of incorporation, lawyers written confirmation on the corporation
existence, name and registration number or instead of that – verification in the
appropriate registrations].
5)  Documents evidencing the signatories on behalf of the corporation or public
institute or on the authority of the signatory to act on behalf of the corporation or
public institute as required by the Electronic Signature regulations (hardware and
software systems) [certified copy of the resolution adopted by the authorized
organ of the corporation or public institute appointing the signatory or a lawyer
written confirmation on the signatory, everything in compliance with the
requirements by ComSign and by the Law and its regulations].
6)  Organizational unit (if applicable).
7)  Telephone numbers (of the registered office).
8) Email address.
9) Domain name.
10) Secret password (Challenge phrase) (if applicable).
11) The applicant’s public key.
12) Contact person’s name.
13) Details of the signatory as detailed in points 1-8 above for single certificate
applicants as well as details on their position in the corporation or public institute.
14) A signed subscriber agreement.
15) Any additional information as required by ComSign and\or the CA registrar and
or the Law and regulations.
Optional
: The corporation number as listed in DUN & BRADSTREET.
Authorized Signatories
: Corporations (not single persons) may submit a request using
an authorized signatory.
4.1.3.
Modifying subscriber information at ComSign
Every subscriber may modify certain details provided to ComSign,
which are not presented in his\her certificate (usually, information
provided with the subscriber agreement or in an application for a
certificate) as provided by section 8.2.2 of the procedures (notifications).
Such modification to the information will become valid 7 days following
its receipt by ComSign.
4.1.4.
Creating and protecting the private key
4.1.4.1.  The key pair created by the applicant must conform to
regulation 8 of the electronic signatures regulations (hardware
and software systems) as follows: "The electronic signature is
produced using a key based on a common standard which uses
one of the following: (1) RSA or DSA key which is at least
1024 bits, (2) Elliptic curve DSA key which is at least 160
bits".
4.1.4.2.  The private key (of this pair) must be protected from damage
according to regulation 8 of the mentioned regulations: “To use
the signature device, or to access it, it is required to use unique
physical or crypto logical measures that conform to the security
level 1 of the 140-2 FIPS standard, in a security level of at least
common criteria EAL2 standard”.
ComSign will not issue an electronic certificate prior to
receiving the applicant’s declaration stating that he, to his best
knowledge, its operation and access and ComSign will not
issue the subscriber with an electronic certificate prior to
verifying that this private key meets the requirements of the
Law and its regulations. Always provided that during this
process the private key was not revealed.
4.1.5.
Holder exclusivity; Controlling the access to private keys
Every certificate applicant should create the private key, as specified,
using a secured and reliable method, and take the safety precautions
required to prevent damage or loss, exposure, modification or
unauthorized use of the private key as stated in section 4.1.4 above.
Every applicant and subscriber confirm and declare, in the
subscriber agreement, that they, themselves, and not ComSign (or
its relevant representative), are solely responsible to protect their
private key/s from harm, loss, exposure, modification or
unauthorized use.
The subscribers are committed by the subscriber agreement not to copy,
reproduce, or perform reverse engineering on ComSign’s technology
used to issue the certificates.
4.2.
Certificate Issuance
4.2.1.
Authorizing the issue of an Electronic certificates
When a request for a certificate is approved, ComSign will issue an
electronic certificate. Issuing an electronic certificate confirms that the
request for a certificate issuing has been finally and completely
approved by ComSign.
4.2.2.
Rejecting an application for certificate issuing
ComSign, on its absolute discretion and subject to any law, may decide
not to issue a certificate for an applicant without any liability or
responsibility for loss or expanses caused as a result of the refusal. If an
application has been refused, ComSign will repay the applicant the
registration fee charged for the certificate, unless the applicant submitted
false or deceptive information to ComSign. In the latter case, the
registration fee will be used by ComSign to cover expanses and damage
caused to ComSign due to the false and deceptive information provided
and the remaining sum, if any left, will be returned to the applicant.
4.2.3.
Certificate validity
All certificates will be valid immediately after being issued by ComSign.
The certificate will be valid for a period of one year from the issuing
date unless revoked earlier ("validity period").
All certificates validity period start at the date and time of issue, unless
the certificate contains a later date and time (which is not later than sixty
(60) days from the issuing date).
4.2.4.
Prohibiting use of non valid and non inspected certificates
As per the subscriber agreement, the subscriber undertakes not create
electronic signatures using a private key that match the public key listed
in the certificate (or to make any other use of this private key) if this
action might cause or enable someone to rely on a non valid or on a
certificate not inspected by the subscriber.
4.3.
Certificate Acceptance
4.3.1.
Inspecting the certificate by the Subscriber
When the certificate is received, the subscriber should verify that the
listed details are correct. In the event the subscriber discovers an
incorrect entry, he is bound by the subscriber agreement to notify
ComSign immediately and request the revocation of the certificate in
accordance with the revocation procedure stated in section 3.1.3. In such
an event, ComSign will revoke the certificate and issue the subscriber a
new certificate free of charge.
4.3.2.
Publishing certificate details
Once issued, ComSign will publish the certificate’s details in the valid
certificates list at ComSign's Repository (see section 2.6 above) and in
additional Repositories, as decided by ComSign and subject to the
Registrar's directions regarding details that may be published in the
Repository. Subscribers may publish their certificates in additional Data
Bases.
4.3.3.
Verifying the Validity of an Electronic Certificate
Electronic signatures verification is a procedure that must be performed
by the signature recipient or the relying party if they want to verify (a)
that the electronic signature has been created using the private key which
corresponds to the public key listed in the signer's certificate, (b) that the
related message has not been modified since the creation of the
electronic signature and (c) what are the limitations on the permitted
usages on the certificate, if any. A relying party not verifying the
signature as described is taking the risk of relying on an electronic
certificate that might not be valid and may be responsible, under law, for
damages caused by not verifying the electronic signature. ComSign will
not be responsible for any damages caused by relying on a revoked
certificate that has been listed in the revoked certificates list in
ComSign's Repository prior to such relying.
4.3.3.1.
Checking the list of valid and revoked certificates in
ComSign’s Repository
– The recipient should check if the
certificate has been revoked, since a revoked certificate in not
valid and may not be relied upon. This can be performed by
querying ComSign’s Repository on the current status of the
certificate (valid, revoked). The query is performed in a
transparent manner by most applications. The recipient should
verify that the application used supports such a query.
4.3.3.2.
Checking the permitted uses of the certificate
– ComSign
may limit the uses of the certificate according to section 21(b)
of the Law. These limitations are specified in the certificate or
included in it by reference and provide a mean to warn the
recipients and subscribers that ComSign will not be held
responsible for damage caused due to non permitted uses. It is
suggested to those who use electronic certificates issued by
ComSign to examine the content of the certificate and look for
such warnings and limitations.
A certificate issued to a corporation or public institute confirms that the person registered
is an authorized signatory on behalf of said corporation or public institute. However, the
certificate does not serve as evidence on the authority of the registered person to perform
a specific action on behalf of the corporation or public institution. Those relying on
messages signed by a certified electronic signature must perform a due diligence check
and use reasonable discretion as required when checking handwritten signatures prior to
relying on the contents of the electronic messages. A certificate does not serve as a
warranty of the CA on any rights of the subscriber other than those specifically stated in
these procedures.
4.4.
Certificate Revocation
This section describes the circumstances where a certificate can or must be revoked.
This section also describes the procedures for revoking certificates.
4.4.1.
Grounds for Certificate Revocation
A certificate will be revoked if –
4.4.1.1.  ComSign has been notified by the subscriber or by another way
that a theft, loss modification, unauthorized exposure, defect or
that the certificate owner's private key was compromised in any
other way.
4.4.1.2.  The subscriber (or someone appointed on his\her behalf)
demanded it according to law.
4.4.1.3.  Immediately as ComSign finds out that the certificate contains
an incorrect detail, or that the certificate reliability has been
compromised in some other way.
4.4.1.4.  Immediately as ComSign detects a defect in its secured
electronic signature, or in its software and hardware system, a
defect that might harm the reliability of its signature or the
reliability of the issued electronic certificates.
4.4.1.5.  Immediately as ComSign finds out that the subscriber had
passed away (if the subscriber is a person), or a winding up
order has been issued (if the subscriber is a corporation) as
long as ComSign finds the notification reliable.
4.4.2.
Frequency of CRL Publication and Subscriber Notifcation
ComSign will publish a new CRL the earliest of not later than every 24
hours or immediately following revocation of a certificate. In addition,
ComSign will notify the subscriber by email or in writing to his last
address.
4.4.3.
Protecting the Private Key following Revocation
The Subscriber is advised to destroy a public key used to generate a
revoked electronic certificate. Reason being that this public key may be
put to use to generate electronic signatures regardless of the electronic
certificate’s revocation. A destroyed public key requires certificate
revocation.
The private keys corresponding to the public keys contained in revoked
certificates will remain protected by the subscriber following certificate
revocation, unless destroyed.
4.4.4.
Non renewal of a revoked certificate
ComSign will not renew a revoked certificate but instead will issue a
new certificate.
4.4.5.
Certificate expiry
4.4.5.1.
Preliminary notification of certificate expiration
ComSign and\or its representatives will act appropriately to
notify its subscribers, using Email, that the certificate is about
to expire soon. This notification is being sent only for the
convenience of the subscriber as part of the subscription
renewal process.
4.4.6.
Certificate renewal
In the renewal process, the subscriber is not required to undergo again
the procedure of submitting an application and identification. The
subscriber should visit ComSign's site and identify him/herself using the
secret password chosen at the time he/she applied for the certificate to be
now renewed as well as by a valid (not expired) electronic certificate.
The customer should click the "renewal" option in the site's maintenance
pages and according to the subscriber’s request a new electronic
certificate will be issued using the old electronic certificate details.
If the subscriber's electronic is certificate revoked or expired, or in the
event no secret password was chosen or the subscriber has forgotten it, a
new registration process will be performed according to the full and
regular registration process including applicant identification, as in the
case of a new applicant.
The requirements for the certificate renewal may be changed according
to ComSign's decision and the approval of the CA registrar. Updated
requirements for a renewal and re-registration are published (when
available) in ComSign's Repository at
http://www.comsign.co.il/repository/updates
and may also be obtained
directly from ComSign: ComSign Ltd., POB 58077, Tel-Aviv 61580
(attention certificate issue services).
4.5.
Security Audit Procedures and Record Archival
4.5.1.
The activities documented in records
ComSign implements and maintains reliable methods of keeping an
audit path (copy) of all the fundamental activities performed such as:
keys creation, applications for certificate issuing, verification,
revocation, CRL registration, etc. Producing an audit path means
documenting the actions performed using ComSign’s computer array as
part of the electronic certificate issuing services. The documentation is
done by saving a copy (record) of activities performed. The copy
includes the activity performed and the identity of the user that
performed it. The documentation is being performed using ComSign's
control software. The documentation is made to enable supervising and
checking the activities performed by ComSign's employees during the
certificate issuing, revocation and other procedures.
ComSign and\or its representatives will maintain reliabe records,
including –
4.5.1.1.  Documenting essential activities and infor mation for each
certificate issuing application and issuing, usage, revocation,
expiry, renewal or re-registration of certificates including: -
4.5.1.2.  The subscriber’s identity as defined in each certificate and the
documents used to identify the subscriber.
4.5.1.3.  The identity of the people requesting revocation of certificates.
4.5.1.4.  Additional details listed in the certificate.
4.5.1.5.  Fundamental details related to the certificate issuing procedure,
including the subscriber declaration according to regulation
13(b) of the Electronic Signature Regulations (hardware and
software systems).
4.5.1.6.  Documenting details related to the management of ComSign’s
private key including key generation, backup, storage,
destruction and management of the private key encryption
hardware and software.
4.5.1.7.  Documenting events related to data security including attempts
to compromise the CA software, as known to the CA, data
security actions performed by ComSign, changes in ComSign’s
data security array, hardware and software failure, etc.
Records maintenance may be performed using computerized messages
or printed documents, as long as the indexing, storage and recovery
processes are accurate and complete.
4.5.2.
Records Content
The records contain a documentation of the record date, the record’s
serial number, the identity of the user that performed the documented
action and the record type.
4.5.3.
Frequency of Records’ Evaluation, Storage and Backup methods
The records are being examined once a week. In addition, ComSign
checks the records in any case of alert of a suspicious or extra ordinary
event.
The records are stored in electronic and manual audit reports. The
reports are confidential and access to it is limited.
A ComSign backup of all changes made to the records is performed
once a day and a full backup of all records is performed once a week.
4.5.4.
Using the Records to Evaluate the Vulnerability Level of ComSign's
Hardware and Software Systems
The records are also documented, stored and evaluated in order to
supervise and evaluate ComSign's hardware and software vulnerability
level. The evaluations of ComSign’s hardware and software systems
vulnerability level ("risk assessment") are based and evaluated using the
records details. The risk assessments are based on the most updated
record data and being done on a daily, monthly, and annual basis
according to ComSign's security and auditing procedures.
4.5.5.
The Storage Period for Records, Documents and Information
Received from Subscribers
ComSign and\or its representatives will store, in a reliable manner,
records related to the certificates for a period of thirty (30) years at least
following the date the certificate had expired or has been revoked. These
records may be stored as computer retrievable electronic messages or as
printed documents.
ComSign will store documents and information received from
subscribers for a period of at least 25 years according to Regulation 20
of the Electronic Signature (CA) Regulations.
4.6.
Date and Time Stamps
The date and time stamps are intended to improve ComSign's certificate issuing
services reliability. A date and time stamp attests to the correct date and time
when the action has been performed and the identity of the person or device that
created the signature. The date and time stamp reflects Greenwich time (GMT)
and adopts the Universal Time Convention (UTC). A ComSign date and time
stamp relies on a reliable third party time source providing a reading of the
formal universal time in any given moment such as the world clock in Colorado,
USA, or similar sources.
ComSign will imprint a date and time stamp on the following data, whether
directly on the data itself or on a parallel reliable audit channel.
4.6.1. Certificates.
4.6.2.  A list of revoked certificates and additional records of revocation data
bases.
4.6.3.  Every version of these procedures.
4.6.4.  Customer service notifications.
4.6.5.  Additional data, according to these procedures.
4.7.
Compromise and Disaster Recovery
ComSign and\or its representatives will implement, document and periodically
evaluate the proper plans to handle unexpected events and the capabilities and
procedures of disasters handling, in a way conforming to these procedures and
ComSign's security procedures ("the plans"). The plans are for the following
events:
4.7.1.1.  Overall power outage and a failure of all UPS systems in the building
where ComSign’s computers are located.
4.7.1.2.  Physical destruction of ComSign's computers and\or the information
contained in it, caused by force majeure and\or fire and\or flood and\or
magnetic interruptions and\or any other cause beyond the CA control.
4.8.
CA Termination
ComSign will terminate its activity in the following circumstances:
4.8.1.  Adopting a decision by ComSign’s board of directors for terminating
ComSign’s activity as a CA, subject to the Law and its regulations and
the directions of the CA Registrar.
4.8.2.  In the circumstances defined by the Law and its regulations.
4.9.
ComSign’s representatives
Note: ComSign may appoint representatives using a different method than
the one described in this chapter as long as the CA Registrar has also
approved the appointed representatives.
4.9.1.
Introduction
ComSign’s certificate issuing services are based on ComSign and its
representatives’ activity. The representatives act according to ComSign's
discretion and subject to the approval of the CA Registrar. The
representatives appointed by ComSign will perform ComSign's
certificate issuing services, will handle and receive requests for
electronic certificates, identify applicants, etc. To unify all issuing
services and to ensure the reliability and trustfulness of the
representatives’ services, ComSign's representatives are bound to act
according to the various control requirements specified in these
procedures and according to the Registrar's directions.
4.9.2.
An Application to act as a ComSign Representative
Every person and\or corporation and\or a public institute that wishes to
act as a ComSign representative will submit to ComSign a signed
application verified by a lawyer. An application not containing all
required data and/or not verified by a lawyer will not be processed. The
application will include, inter alia, the following details:
4.9.2.1.  Name, address, voicemail number, fax and telephone numbers
and Email address\es of the applicant, its administrative
contacts and its authorized representatives.
4.9.2.2.  The public key/s that belong to the applicant and the
procedures used to create, store, use and destroy the
corresponding private keys.
4.9.2.3.  Details of every data that may affect the reliability of the
applicant (for example, an existing or a former insolvency) and
the ability of the applicant to act as ComSign’s representative.
4.9.2.4.  Certified copies of the corporation certificate, the corporation
founding documents, protocols of resolutions adopted by the
corporation approving its appointment as ComSign’s
representative, and a protocol authorizing the person appointed
by the corporation to act as a representative and to make a
commitment on his/her behalf in any matter regarding the
appointing of the corporation to act as a ComSign
representative.
4.9.2.5.  A lawyer approval on the corporation’s authorized activities,
the identity of the corporation representative authorized to
commit on its behalf and a confirmation that the decisions of
the relevant corporation institutions to be appointed and to act
as a ComSign representative are valid and bind the corporation,
and have been adopted according to the corporation documents
and resolutions.
4.9.2.6.  A commitment to literally act according to all Law and
regulations instructions.
4.9.2.7.  A statement of the applicant that he\she is able to fulfill the
procedures requirements, and a commitment of the applicant to
literally fulfill the procedures directives.
4.9.2.8.  Any additional information required by ComSign, by the CA
Registrar or by the Law and its regulations.
The applicant will perform all the required acts and will sign all
required documents in order to receive the CA Registrar’s approval.
4.9.3.
Postal Address for submitting to ComSign an Application to Act as
a ComSign Representative
Applications to act as a representative, containing all documents and
information required by ComSign and by the Law and its regulations,
and approved and verified by a lawyer (including additional information
as required) will be submitted to ComSign Ltd, P.O.Box 58077 Tel-
Aviv, 61580 (attention certificate issuing services). ComSign will pass
its approved applications to the CA Registrar for approval.
4.9.4.  Approving a Representative
When an application to act as a representative has been fully checked
and additional investigations (as required by ComSign) have been
performed, ComSign will give an initial approval or will  reject the
applicant’s request to act as a representative. ComSign will make efforts
to approve or reject such applications within 21 to 42 business days.
Following initial approval of the application, ComSign will submit
the application to the approval of the CA Registrar. A
representative’s appointment will take place and become valid only
after being approved by the CA Registrar.
Once the CA Registrar approved the application, the following actions
will be performed: (a) signing an agreement between ComSign and the
applicant and (b) issuing an electronic certificate to the applicant.
ComSign has the absolute discretion to approve or reject an application
to act as a ComSign representative, subject to the CA approval.
4.9.5. Financial Responsibility
The representatives will have sufficient financial resources to be able to
maintain their activity and duties, and they must be able to appropriately
handle the risk of liability toward ComSign, the subscribers, certificate
receivers and to additional parties that might rely on the certificates. The
representatives will also have professional liability insurance.
4.9.6.  Generating Keys of a Representative
A ComSign representative will securely create its private key/s and will
protect it using secured measures and a reliable systems, and will take
the required precautions to prevent loss, exposure or modifications, or
unauthorized use of these keys as required by the Law and its
regulations.
4.9.7.  Revoking a Representative’s Appointment
ComSign retains the right, at its absolute discretion, to revoke at any
time a representative appointment. Without derogating from the
generality of the above, ComSign may revoke a representative’s
appointment without the representatives consent, if the following facts
are brought to ComSign’s attention:
4.9.7.1.
The representative submitted to ComSign information,
regarding a request for an electronic certificate, which the
representative knows is incorrect.
4.9.7.2.
The representative private key or reliable system has been
damaged in a way that fundamentally affects the reliability of
the representative certificate, or
4.9.7.3.
The r epresentative breached an undertaking it assumed in the
agreement or according to these procedures.
It is clarified that ComSign will have to revoke the appointment of a
representative whose qualifications were revoked according to the Law,
its regulations and\or the CA Registrar directions.
ComSign will immediately notify the representative and the CA
Registrar on the revocation.
4.9.8.  Submitting Information from the Representative to the CA
Any information passed from ComSign's representatives to ComSign
will be transferred using a secured protocol over the Internet. The
representative will be identified using an electronic certificate issued by
ComSign. The electronic messages submitted from the representative to
the CA will be signed using the representative's certified electronic
signature.
Copies of the certificate applicants' identification documents will be sent
to ComSign via a delivery service in a frequency determined by
ComSign.
4.9.9.  Liability for the Representatives’ Actions
ComSign is responsible for its representatives’ actions according to the
Law and the general rule of law.
5.  Physical, Procedural and Personnel Security Controls
5.1.  Physical Security Controls
In all matters related to physical security measures, ComSign acts according to
its “com1.6, 1.17 environmental and physical security procedures” that has been
submitted to the Israeli Standards Institution and approved as part of IS-7799
approval. This procedure contains the structure and the location of ComSign's
computerized systems and offices, procedures describing physical access to
various offices of ComSign, air conditioning, water exposure, fire prevention
and fire protection, data storage and protection, backups, and handling waste.
5.2.  Procedural Security Controls
ComSign acts according to "com 1.5 role separation procedure" presented to the
Israeli Standards Institution and approved as part of the IS-7799 approval. This
procedure contains instructions on the required number of employees for each
certificate issuing operation and identifying these employees by the certificate
issuing system.
5.3.  Personnel Security Controls
ComSign acts according to human resource and management procedures
providing proper security when it comes to the reliability and professional
capability of its employees and a proper implementation of their role. The
mentioned procedures will match these procedures, the Law and its regulations
and the directions provided by the CA Registrar regarding employees.
5.3.1.  Positions of Trust
All ComSign employees, contractors and consultants and\or its
representatives (“human resource”) who have access to, or can control,
encryption operations that may fundamentally affect the issuing, usage
or revocation of certificates by ComSign, including access to limited
ComSign Repository operations, will be considered, for the purpose of
these procedures, as fulfilling a position requiring special reliability
(“position of trust”). The mentioned human resources includes, among
others, customer service personnel, system management personnel,
targeted engineering personnel and management personnel that
supervise ComSign's reliable systems infrastructure.
5.3.2.  Investigating and Checking Human Resources
ComSign and its representatives will make an initial investigation of
every human resource working for ComSign. ComSign will perform
comprehensive and more detailed evaluations according to its human
resources procedures and the directions of the Registrar regarding
human resources appointed to perform Positions of Trust. ComSign will
periodically investigate every human resource performing a Position of
Trust to verify his/her reliability and his/her professional capability
according to ComSign and the Registrar's human resources procedures.
5.3.3.  Limitation on the Employment of Certain Personnel
An person failing the initial investigation or a periodical investigation
will not be employed by ComSign.
5.3.4. Operational Controls
ComSign operates operational controls including organizational control,
human resources control and additional management controls. These
controls include limitations related to ComSign and\or its representatives
employee's training and coaching, a policy settling the internal role
distribution in ComSign, documentation requirements and procedures
and scheduled audits.
6.  Technical Security Controls
6.1.  Key Pair Generation and Installation
ComSign’s private key size is 2048 bytes. A reliable hardware device (FIPS
140-I Level 3) is used to generate, protect and destroy ComSign's private key.
ComSign's key pair is valid for ten years. The key pair may be replaced at an
earlier time subject to the approval of the CA Registrar. Upon replacement, the
new public key will be published at ComSign's Repository. The key pair will
also be replaced in the event of change of the Regulations defining the size
and/or algorithm of the CA’s private key, or in any other event requiring the
replacement of the key pair, always subject to the CA Registrar’s approval. In
order to minimize the risk of fraud, the following measures are taken to protect
ComSign's private key: ComSign's private key is encrypted in its entirety on a
hardware-based encryption card stored in ComSign's safe. The encryption key
which encrypted the private key is divided into several parts. Each part is
deposited with one of ComSign's employees who do not directly deal with
certificate managing and issuing services. All mentioned workers are
undergoing extensive periodical reliability investigations. Only the joining of all
parts, in a controlled and supervised process, enables the reconstruction of the
encryption key.
6.2.  Private Key Protection
6.2.1.  Protecting a Subscriber’s Private Key
6.2.1.1.  The Device used to Protect the Subscriber’s Private Key
The subscriber’s private keys must be protected using
encryption software or hardware tokens (such as smart cards
and PC cards) according to the requirements of the Electronic
Signature Regulations (hardware and software systems), as
specified in these procedures. [See section 4.1.4 of these
procedures (creating and protecting the private key)].
If new usage patterns are developed in certificate issuing
services, ComSign will check a possibility to provide proper
specific infrastructure to conform to these patterns according
to the Law and its regulations.
ComSign does not receive, keep or create the applicants or subscribers
private keys or any information enabling reconstruction or creation of the
private keys for or on behalf of the applicant or the subscriber, and does
not have access to private keys and\or to information as specified. In
addition, ComSign hereby notifies the applicants and subscribers that, as
per fulfillment of the requirements for protecting private keys according to
regulations 8(b)-(c) to the Electronic Signature Regulations (hardware and
software systems), ComSign will be satisfied to receive the declaration of
the applicant/subscriber concerning the private key being used by it, its
operation and access as stated in regulation 13(b) of the above regulations.
6.2.1.2.  Delegating Responsibility for Private Keys
Delegating responsibility for a private key, exposing the key to
a third party and\or transferring control over the private key to
a third party does not release the transferring party (the
subscriber, certificate owner) from responsibility and liability
for creation, usage, safe keeping or properly destroying its
private key.
6.2.2.  Protecting ComSign’s Private Key
6.2.2.1.  ComSign’s Private Key
ComSign’s private key, used as a signing device by ComSign
when signing the subscribers certificates as a CA, was
generated by ComSign alone and is in its exclusive possession.
ComSign or its representatives’ private key is protected by
reliable hardware and security measures corresponding to the
requirements of the Electronic Signature Regulations
(hardware and software systems).
6.2.2.2. Confidentiality Partners
ComSign will use confidentiality partners that will hold,
separately, parts of its private key, to improve the reliability of
its private keys and to enable key reconstructions as defined
by section 6.1 above.
Employing “confidential partners” is targeted to ensure the
protection of ComSign’s private key in a way requiring a
minimum number of persons (at least five) participating in the
generation and encryption of the private key. At least three
persons are required to decrypt ComSign’s private key.
6.2.2.3. Hardware Protection
ComSign will use its approved and reliable hardware-based
encryption modules (HSM) when performing any action
requiring the use of its private key.
6.3.  Computer Security Controls
Every message transferred according to these procedures between ComSign and
other parties will be transferred in a way that provides proper security
mechanisms. Without limiting the generality of the mentioned statement,
electronic messages, electronic messages return receipts and every other
message affecting the security of the certificate issuing services will also be
properly secured.
6.4. Systems reliability
When providing the service, ComSign and its representatives will use only
reliable systems conforming to the technical requirements of the Law and its
regulations.
7.  Certificate and CRL Profile
7.1. Certificate Profile
7.1.1.  Structure Layout of an Individual’s Certificate
Field name  Description  Example
Version Certificate version “V3”
Serial number  The  certificate
“bc be ac 46 8b 09 ad e5 2d 31 ed f0 8e 00
single value serial
02 ed ab”
number
Signing
The signing
“sha1RSA”
algorithm
algorithm used by
the certificate
owner. May be an
md5 or sha1 type.
CA Issuer
Fields describing the CA
CA name - O  “ComSign”
CA name - OU  “ComSign ISL Root”
Country “IL”
Validity  Fields describing the certificate validity
Valid from  The first date the
“Tuesday, December 10 06:10:33 2002”
certificate is valid
(issuing date)
Valid to  Expiry date  “Thursday, December 08 05:24:21 2003"
Subject
Details of the Individual  Certificate Owner
Family name
“Levi”
(Hebrew)
First name
“Ahmed”
(Hebrew)
Family name
“Levi” (Arabic)
(Arabic)
First name (Arabic)  “Ahmed” (Arabic)
Certificate owner
“012345678”
identity number
UID (Passport
“P987324115US”
number and country
of issue if available)
CN (certificate
“Ahmed Levy 012345678”
owners name in
English and ID
number
Certificate owner
“ahmedlevy@israel.org.il”
Email address
Country “IL”
Public key  The  certificate
RSA (1024 bits)
owner public key
Certificate
Operating
www.comsign.co.il/CA
policies
Procedures (CPS)
for a Certificate
*the following details may also appear in the
Authority
subject field:
(ComSign)
“electronic certificate for an individual”
“ComSign is registered  in the Israeli CA
Registrar”
“Kiriat Atidim, building 4 Tel-Aviv”
“The certificate owner was identified face to
face using documents and/or information
required under law”
“The signing device was inspected and
approved”
“Use of this certificate is subject to
ComSign’s CPS”
“Limited to use in transactions not exceeding
a value of NIS 50,000”
“ComSign’s liability and responsibility are
limited as per Chapter 2 of the CPS”
Key usage  Description of the
“Digital Signature (80)”
goals in which the
certificate may be
used
CRL distribution
Link to the list of
http://crl.comsign.co.il:447/ComSign.crt
points
revoked certificates
(CRL)
Thumbprint
The signature
“sha1”
Algorithm
algorithm used to
sign the certificate
Thumbprint
Certificate details
“f1 36 18 f7 fe 2a 1a 34 24 47 e6 7f 85 24 93
value
signed by the CA
40 4d d5 18 73”
Electronic
The electronic
ComSign’s electronic signature
Signature value
signature of the CA
7.1.2.  Structure Layout of a Corporation or Public Institute’s Certificate
Field name  Description  Example
Version Certificate version “V3”
Serial number  The  certificate
“bc be ac 46 8b 09 ad e5 2d 31 ed f0 8e 00
single value serial
02 ed ab”
number
Signing
The signing
“sha1RSA”
algorithm
algorithm used by
the certificate
owner. May be an
md5 or sha1 type.
CA Issuer
Fields describing the CA
CA name - O  “ComSign”
CA name - OU  “ComSign ISL Root”
Country “IL”
Validity  Fields describing the certificate validity
Valid from  The first date the
“Tuesday, December 10 06:10:33 2002”
certificate is valid
(issuing date)
Valid to  Expiry date  “Thursday, December 08 05:24:21 2003"
Subject
Details of the authorized signer on behalf of the corporation or
public institute
Family name
“éåì”
(Hebrew)
First name
“ãîçà”
(Hebrew)
Family name
“Levi” (Arabic)
(Arabic)
First name (Arabic)  “Ahmed” (Arabic)
Certificate owner
“012345678”
identity number
UID (Corporation
“PC8765123”
/public institute
registration
number)
CN (certificate
“Ahmed Levy 012345678”
owners name in
English and ID
number
Certificate owner
“ahmedlevy@israel.org.il”
Email address
O – name of
Comda
corporation/public
institute in English
OU – name of sub
Management
unit
coporation/public
institute in English
O - name of
òãîå÷
corporation/public
institute in Hebrew
äìäðä
OU – name of sub
unit
coporation/public
institute in Hebrew
áùç
Position held by the
authorized signer in
the
corporation/public
institute in Hebrew
Country IL
Public key  The  certificate
RSA (1024 bits)
owner public key
Certificate
Operating
www.comsign.co.il/CA
policies
Procedures (CPS)
for a Certificate
*the following details may also appear in the
Authority
subject field:
(ComSign)
“electronic certificate for a corporation or
public institute”
“ComSign is registered in the Israeli CA
Registrar”
“Kiriat Atidim, building 4 Tel-Aviv”
“The certificate owner was identified face to
face using documents and/or information
required under law”
“The signing device was inspected and
approved”
“Use of this certificate is subject to
ComSign’s CPS”
“Limited to use in transactions not exceeding
a value of NIS 50,000”
“ComSign’s liability and responsibility are
limited as per Chapter 2 of the CPS”
Key usage  Description of the
“Digital Signature (80)”
goals in which the
certificate may be
used
CRL distribution
Link to the list of
http://crl.comsign.co.il:447/ComSign.crt
points
revoked certificates
(CRL)
Thumbprint
The signature
“sha1”
Algorithm
algorithm used to
sign the certificate
Thumbprint
Certificate details
“f1 36 18 f7 fe 2a 1a 34 24 47 e6 7f 85 24 93
value
signed by the CA
40 4d d5 18 73”
Electronic
The electronic
ComSign’s electronic signature
Signature value
signature of the CA
7.1.3.  Pointers to the CPS contained in the certificate
ComSign uses computer based pointers (using URLs or other identifiers
and mechanisms) to enable the electronic certificate users to easily
locate and access procedures and additional relevant information.
7.1.4.  Warnings, Liability and Responsibility Limitations contained in the
certificate
Each certificate contains a link to ComSign's responsibility and liability
limitations statements toward the applicants, subscribers and third
parties that rely on the certificate or might be harmed due to the usage of
the certificate, with a pointer to the full version of warnings, limitations,
and liability limitations as specified and described in these procedures.
In addition, an electronic certificate contains the following user notice
regarding these procedures:
The Procedures apply to the use of this certificate. ComSign's responsibility and
liability are limited as described in chapter 2 of the procedures.
7.2.  Certificate Revocation List (“CRL”) Profile
Field name  Description  Example
Version
Signing algorithm  The signing algorithm used
“sha1RSA”
by the certificate owner.
May be a md5 or sha1 type.
The CA
Fields describing the CA (O, OU, CN)
CA name  “ComSign”
CA address  “Kiryat Atidim, Building 4,
Tel-Aviv”
ComSign registration  “ComSign is registered at
the Israeli CA registrar”
Country   “IL”
Validity
Fields describing the CRL validity
Date the CRL was
“Tuesday, December 10
published
06:10:33 2002”
Publication date for the next
“Wednesday, December 11
CRL (last date)
06:10:33 2002”
Revoked Certificates  Fields describing the revoked certificates
The certificate single value
“bc be ac 46 8b 09 ad e5 2d
serial number.
31 ed f0 8e 00 02 ed ab”
Certificate revocation date  “Tuesday,  December  10
02:10:33 2002”
The certificate single value
“bc be ac 46 8b 09 ad e5 2d
serial number
31 ed f0 8e 00 02 ed ab”
Certificate revocation date  “Tuesday,  December  10
02:10:33 2002”
… Continued …  … Continued …
… Continued …  … Continued …
… Continued …  … Continued …
CA details  Summary of the CA public
“85BC EA90 04ED 9AD1
key
4726 4694 5DEA 0931
C86D 31CA”
Serial number  The CRL list serial number
Registration extensions for
Description of the
A list of grounds  to revoke
the CRL
revocation reason
a certificate is detailed in
section 9.1 of ComSign’s
procedures.
Electronic underwriting  The CA electronic signature  ComSign’s  electronic
signature
8. Specification Administration
8.1. Specification Change Procedures
ComSign will be entitled to amend these procedures from time to time
(not retroactively) subject to a written pre-approval given by the CA
Registrar. ComSign will publish the amendments in ComSign’s
Repository as an amended version of the procedures and in the
“notifications and procedure updates” section in ComSign’s Repository.
(
http://www.comsign.co.il/repository/updates
)
Note
: These procedures are based on the Law and its regulations and on the
Israeli CA Registrar directives.
8.2.  Publication and Notification Procedures
8.2.1. Publication
These procedures are published:
In an electronic form at ComSign’s Repository at-
http://www.comsign.co.i./cps/israel
In an electronic form via Email at-
cps-requests@comsign.co.il
In a printed form that can be received from ComSign, P.O.Box 58077,
Tel-Aviv, 61580 [customer services].
Additional information may be found in ComSign’s web site at
http://www.comsign.co.il
In addition, customer service department may also be contacted using
the Email address
customer_service@comsign.co.il
8.2.2. Notifications
If any party to these procedures should or is required to send a
notification, a request, or application regarding these procedures, the
message sent will be delivered using electronically signed messages in a
way that conform to the requirements of these procedures, or as a printed
document. Electronic messages are valid when the sender receives a
valid electronically signed return receipt. The mentioned returned receipt
must be received within five (5) days, or a printed notification should be
sent. Printed messages must be sent to ComSign using a courier service,
which provides a printed delivery receipt, or by registered mail, pre paid,
to the following address:
To ComSign: ComSign Ltd, P.O.Box 58077, Tel-Aviv, 61580.
From ComSign or from a representative to another person: To the most
updated registered address available.
Each ComSign representative must immediately notify ComSign of any
legal notification that has been presented to him and might affect
ComSign.
8.3. CPS Approval
These procedures were drafted according to the Electronic Signature Law
and regulations and were approved by the Israeli CA Registrar.
8.4. Interpretation
Unless otherwise determined, these procedures will be interpreted in a way that
complies with the Law and its regulations and is  reasonably viewed
commercially in given circumstances. When interpreting these procedures, you
should regard its international implementation and extent, to the benefits of
encouraging unity in its implementation and keeping good faith.
8.5.  Titles and Appendixes of these Procedures
The titles and the subtitles appearing in these procedures are presented only for
the sake of convenience and may not be used to interpret, explain or enforce any
terms of these procedures. The appendixes, including the definitions of these
procedures, are an integral and binding part of these procedures.
8.6.  Comments and Suggestions
We would be delighted to receive comments and suggestions from our users for
future amendments to the procedures. Please send your comments to :
mailto:practices@comsign.co.il
or to ComSign Ltd, P.O.Box 58077, Tel-Aviv,
61580, to: customer services.
